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any process plants contain hazardous

materials that, if released, can ad-

versely impact the health and safety
of workers and the public, and damage the environ-
ment. Such releases can result from extraordinary
events such as accidents, natural events, or deliberate
acts. Accidents occur when people make errors or
mistakes or when equipment fails. Natural events,
sometimes called external events, are phenomena
such as lightning strikes and flooding. Deliberate
acts, also called malevents, are performed with the
intention of causing harm, and include terrorism, sab-
otage, vandalism and theft.

Both safety and security programs typically use
defense in depth to protect against malevents and ac-
cidents. Thisis called “layers of protection” in safety
parlance and “rings of protection” in the security
field. Generally, safety protection tries to prevent the
release of hazardous materials, while security protec-
tion aims to prevent access to them. In process safety,
the term “safeguards’ usually refers to measures to
protect against accidents. In process security, various
security measures that do not necessarily assist in
protecting against accidents are needed to protect
against threats. These can be called “secureguards.”
Some safeguards may act as secureguards and vice
versa. In process security management, safeguards
and secureguards must be combined into a program to
provide overall protection (1, 2).

Ideally, security, as well as safety, should be de-

facility design and operation.

signed into a plant using “benign by design” approach-
es. Wherever possible, inherent security/safety mea-
sures should be implemented. Inherent safety princi-
ples are well-established in the field of process safety
(3, 4). They include:

* intensification: for example, minimization of in-
ventories of hazardous materials

* substitution: replacement of hazardous materials
by safer materials

* attenuation: use of hazardous materials under the
least hazardous conditions

* limitation: changesin designs or conditions to re-
duce potential effects

« simplification: reduction in process complexity to
reduce the opportunity for error

» other means, such as using designs that avoid po-
tential domino effects.

Inherently safer approaches eliminate or reduce
hazards using measures that are considered to be an
integral part of the process. This contrasts with the
traditional approach of adding safeguards in layers
after hazards have been identified. While this is well-
intentioned, and often does reduce risk, it also adds
complexity, costs and the potential for unrecognized
hazard scenarios. The application of inherently safer
approaches does not necessarily eliminate the need
for layered safeguards, but it is the preferred first ap-
proach for managing risks from accidents.

Usually, the risk of process accidents is addressed
by a process safety management program. A parallel
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approach can be applied to process security management
(1). Likewise, inherently securer approaches can be used
to reduce or eliminate threats similar to the use of inher-
ently safer approaches for reducing accidents. Many in-
herently safer approaches will also help provide a secur-
er plant.

It should be recognized that no process is inherently
safe or secure — there are no guarantees that hazardous
material releases from accidents or attacks can be prevent-
ed. Strictly speaking, the terms inherently safer and inher-
ently securer should be used.

Inherent security principles

As for inherent safety, there are some inherent security
principles that can be applied for process security manage-
ment, including:

* Perception. Plants should minimize the attention
they attract. Facilities close to population centers and
transportation that are visible from highways or with
prominent signage are more likely to be targeted. Buffer
zones and setbacks can make plants less readily identifi-
able. Vessels and tanks that can be seen from outside the
plant are more likely to be targeted. Consider placing
them in buildings or behind screens if possible. Compa-
nies and facilities that avoid publicity may also avoid at-
tracting the attention of adversaries.

* Information. The less information available on a fa-
cility, the more secure it will probably be. Information on
hazardous materials is needed by adversaries to plan an
attack. Try to ensure that they do not obtain it. Control in-
formation on chemicals handled, inventories, deliveries,
and the locations and capacities of tanks and vessels. Be-
ware of the Internet. Balance right-to-know requirements
with need-to-know for local communities and the media.
Ensure that your marketing and public relations depart-
ments do not inadvertently disclose sensitive information.
Also, be careful with in-plant signs — they make it easier
for intruders to identify specific targets.

« Layout. Generally, locate sensitive areas close to the
center of the plant, where they will be less vulnerable.
Keep hazardous materials zones and sight lines free from
obstructions to facilitate the detection of unauthorized per-
sonnel. Disabling utilities and control systems may cause
releases, so place them where they are difficult for intrud-
ers to locate and access.

» Design. Consider whether tanks and vessels can be
protected against airborne and propelled explosive devices
and projectiles, for instance, through more-robust designs,
increased wall thickness, internal baffles, double-walled
construction, mounding or underground installation. Where
possible, avoid weak points, such as sight glasses and flex-
ible hoses.

» Safeguards. Attacks may involve disabling safe-
guards immediately prior to causing a hazardous material
release. Some safeguards are more readily disabled than
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others. For example, fire-water tanks are less secure than
lagoons, and below-grade dikes are more secure than
dikes at grade level.

o Computers. Be careful of Internet connections to pro-
cess control networks. What is not connected cannot be
manipulated. Ensure that business and enterprise networks
are protected from cyber attacks designed to obtain infor-
mation for planning a physical attack. Design process con-
trol systems to prevent misuse by insiders. (For more on
this subject, see Ref. 5.)

« Buffer zones. Provide separation for a facility from
surrounding areas and sensitive populations. This makes it
harder to locate and attack a facility and also provides
some protection in the event of a release. Idedlly, follow
appropriate setback guidelines.

Secureguards and safeguards for malevents

Inherently securer and safer approaches can help reduce
the risk of malevents, but additional secureguards and safe-
guards may also be needed. The following hierarchy can be
established:

e prevention

* detection

* control

e mitigation.

Prevention includes physical security such as access
control and barriers, information security such as docu-
ment control, computer security such as firewalls, and in-
ventory control. Detection includes surveillance, intruder
detection, alarms and monitoring for the presence of
chemicals or process parameters (e.g., flow or level) that
may indicate a release. Control uses facility layout, mea-
sures to limit releases in the event containment is lost,
and emergency shutdown in the event of an attack. Miti-
gation can include stockpiling chemical antidotes, the use
of engineered safeguards such as projectile shields and
containment structures, and emergency and law-enforce-
ment response.

The table suggests secureguards and safeguards within
this hierarchy.

The selection of protection measures should reflect the
defense-in-depth concept that is based on the premise that
multiple layers or rings of protection ensure some level of
protection in the event that one or more layers or rings
fails. Another concept important for process security is the
use of both high-profile and low-profile systems. High-
profile systems are intended to be noticed by and discour-
age adversaries, while low-profile systems provide protec-
tion against determined adversaries who are not discour-
aged by the high-profile system but may not readily detect
the low-profile systems. A further process security concept
is to ensure an appropriate balance between secureguards
and safeguards to provide diversity and more-reliable se-
curity and safety.

Safeguards established for process safety manage-



Table. Suggested safeguards and secureguards.

Secureguards Safeguards

Prevention

Perimeter: Process design, including inherent safety
Buffer zones, setbacks and clear zones Inventory control, minimize amounts present
Physical barriers to personnel entry, e.g., fencing, locks and monitor for diversion

Physical barriers to vehicle entry, e.g., gates, posts

Facility access controls, e.g., identification, personnel and vehicle logs,
gates, turnstiles, escorts, searches, bag/parcel inspection

Shipment security, e.g., screening deliveries for bombs, checking incoming
vehicles for intruders and outgoing vehicles for diverted materials

Guards and guard dogs

Interior:

Personnel security, e.g., screening, ID badges, control of movements,
labor relations, actions on termination

Information security (spoken, written or electronic), e.g., controlled use
of radios and telephones, document control for sensitive information
including chemicals handled, inventories and their locations, Internet
and intranet restrictions

Cyber security, e.g., passwords, firewall, encryption, malware (malicious
software, e.g., virus, worm, spyware, etc.) protection, separation
of functions

Security awareness program for employees and contractors

Access control to sensitive areas, e.g., control rooms, utilities, hazardous
materials areas

Area lighting

Hardening of control rooms, utilities and other critical support systems

Vehicle controls and barriers for sensitive and hazardous materials areas

Locking manual valves

Projectile shields

Process design including inherent security

Detection
Surveillance system, e.g., closed-circuit TV Release detection
Intrusion detection and alarms at the facility perimeter and within Monitoring of process parameters

critical areas
Cyber intrusion detection
Site inspections by guards on rounds

Control
Layout, e.g., location of hazardous materials and critical support systems Excess flow check valves
Good housekeeping practices, e.g., keeping sight lines free of Automatic shutoff valves
obstruction in hazardous materials areas, frequent emptying of Extraordinary event emergency shutdown procedures

trash containers

Mitigation

Law enforcement response Buffer zones
Secondary containment, e.g., double-walled vessels
Release containment, e.g., dikes
Vapor cloud suppression, e.g., deluge systems
Emergency response
Evacuation plans
Chemical antidotes stockpiled
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ment to protect against accidental releases may help
protect against malevents, but they will most likely not
be sufficient. Some may need strengthening, such as au-
tomatic shutoff valves capable of being deliberately dis-
abled, and new ones may be needed, for example
shields to protect vessels from airborne and propelled
explosive devices and projectiles. The following issues
should be addressed:

e Provide secureguards in the process control system
to prevent unauthorized manipulation of the process, in-
cluding the deliberate release of hazardous materials.
Consider how the contents of tanks, vessels and lines
could be dumped and how runaway reactions could be
caused intentionally.

 ldentify ways in which safeguards can be disabled.
For example, consider how fire-water supplies can be dis-
rupted and dikes breached.

e Restrict access to hazardous materials areas by em-
ployees, contractors and others.

e Consider locking closed critical manual valves to pre-
vent deliberate opening.

e Consider ways to protect tanks and vessels from
attack.

» Ensure that emergency shutdown procedures include
steps to be taken in response to malevents.

¢ Include maevents in the emergency response plan.
Include coordination with law enforcement. Address the
possibility of attacks on responders. Make sure responders
can recognize anti-personnel devices. Include training and
drills for malevents as well as accidents.

* Provide appropriate backups for critical equipment
and systems with the objective of helping to ensure safety
and the availahility of emergency response in the event of

|
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an attack. For example, if the plant relies on a critical
piece of equipment for safe operation, a spare should be
readily available, even though failure through normal
mechanisms may not be anticipated.

These issues must be considered in the context of a
threat and vulnerability analysis (6, 7) to assess the de-
gree to which a process is exposed to hostile action and
the need for additional secureguards and new or strength-
ened safeguards.

Balancing security, safety and operability

It should be noted that security may conflict with
safety and operability requirements. For example, plants
are often built out-of-doors so that leaks can be dis-
persed by natural ventilation. Enclosing them in build-
ings may provide more security by restricting visibility
and access, but at the expense of increasing the risk of
exposure to personnel within the building. Similarly,
malevents that involve opening valves to tanks and ves-
sels can be mitigated by smaller pipe sizes, restriction
orifices and lower pump capacities, but this may conflict
with production requirements. Process computer control
networks are increasingly being interfaced with business
and enterprise networks to provide business and opera-
tional efficiency but at the expense of increasing the risk
of cyber penetration by attackers. Trade-offs must be
made carefully.

Concluding remarks

Entry to a plant probably cannot be denied to a de-
termined intruder. However, it can be discouraged or
delayed. Delay can provide the opportunity for law en-
forcement response. The application of inherent securi-
ty and safety approaches can reduce the likelihood that
afacility will be targeted and the severity of an incident
should an attack occur. Such approaches provide the
first layer of security. Vulnerability analysis can be
used to assess the need for additional security mea-
sures and safeguards. [CEP|
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